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Bitvise-tunnelier ssh setup with keys

Bitvise-tunnelier ssh setup with keys

As all of you have heard by now, two factor authentication is becoming the standard for loging in to

your email desktop ssh etc.

This manual is for all of you who use Bitvise tunnelier to login into your windows desktop at work. To
avoid having to generate a code on your PC or telephone every time you login there is an alternative

method by means of SSH keys.

This is a one time action and will make things much easier for you.

Please follow the steps below

Open bitvise tunnelier. And click on the client key manager:

¢ Bitvise S5H Client 8.44

Profile: Werk.tlp (changed)

- O X

Closing and minimizabon

16:36:17.273 Current date: 2021-03-21

i 116:36:17.721 Opfional update available,

i 116:36:17.784 Loading last used profile 'C:\Users -
i 16:36:17.800 Lastused profile loaded successfuly,
i
i

i 16:36:13.490 Opfional update available,

Login

C j Login  Optons Terminal RDP SFTP  Services C25 S2C S5H Motes About®
Server Burthentication
Load profie Host | ssh.strw.leidenuniv,.nl Usermames
% Port |22 | [Jenable obfuscation Initi method  password v
Save profie [ store encrypted password in profie
ﬁ Kerberos
PN | Enabls password over kbd falback
Save profile as )
[[] G5 kerberos key exchange Bevation Default i
. FREquest e gADON
New profie OS5ap-sEyex auhentcanos
) -
. Proxy settings Host key manager ( Chent key manager -“"'- Help
Close profie —  —

i

i 16:36:17.273 Bitvise S5H Client 8.44, a fully featured S5H dient for Windows.
Copyright (C) 2000-2020 by Bitvise Limited.

i 116:36:17.273 Visit weww. bitvise.com for latest information about our 55H software,

i 116:36:17.273 Run 'BvSsh -help’ to leam about supported command-ine parameters,

i 116:36:17.273 Cryptographic provider: Windows CNG (x86) with additions

= Documents \Werk, tip',

16:36:18.490 Automatic check for updates completed successfully.

16:36:18.490 Version status: Improvements avalable
There is a compatible update with fixes, improvements,

The following window opens, and click generate new:
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;; Bitvise Client Key Management | Cryptographic provider: Windows CNG (x85) with sdditions - 0 o
Client Key Manager
You have the falowing 55H user authenbcation keys:

Location Algarithm Size  Pass.., MDSFingerprint Bubble Babble SHA-256 Fingerprint Comment
Client keys supported by the current crypto provider (1)

4144 Touod: Ideche...  auvep-napim-esok-...  0rdicFOkbG SDoH Fxf +dkSEBmiN. . .

<

Comment: Generated by === ————,

MD5 fingerprinit: 41:44: 730cd: 1d:cha 5 2d:c 7:0f: 8d:85:d5: Pa=65:04 Generate New ] Medify Remave
Bubble-habble: wvep-napim-esok-tifuv-beryz-ronif-bakik -salif-barec -crup ! el

CHA-256 fingerprint: T o Ok SD08 T +oieSE Brminc R 321 Siged +9.0 3Pk Import Export Change Passphrase More W

After that a new window will appear, do not bother about the profile field, it will be generated
automatically and will show probably 1 in your case. Now choose a passphrase you can
remember. See this as a kind of password, and do not make it too easy.

You can leave the comment field empty that will be generated automatically as well. Click generate:

Generate New Keypair X
Location Algorithm Size
Profle ~ |2 RSA 13072 v
Passphrase

-

Confirm passphrase

The dient key will not be passphrase protected if an empty
passphrase is supplied.

Comment
Generatedby = ==

Generate Cancel

Next step will be to export the generated key and save it on your local computer. For this choose the
option export:
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| & Bitvise Client Key Management | Cryptegraphic provider: Windows CNG (x86) with additions o O b4

Client Key Manager
Yo have the follawing SSH user authentication keys:

Locabon Algorithm Size  Pass... MDS5 Fingerprink Buibble Babble SHA-256 Fingerprint Comment
Client keys supported by the cument crypto provider (1)

4144 7Reed: 1dich:...  wuvep-napmdesok-... DOV dFOkbG SDoH Tx -+ SEBmix. .,

£ »
Comment: Generated by === "= — =

MD5 firngerprint: 41:44: T30eel: 1d:eh: s e 700F Bd:A5:d5: PE:65:04 Generate Hew Modify Remave
Bubsble-babbile: xuvep-napm-esok-tifuy-beryz-ronif-bakk-sakif-bazec cmup-boxue rl,- =

5HA-256 fingerprint: MY diF Dl G SDaH Fuf +dkE@mbaR 32 5gnd +913Pk Import \_Ewt'_.__,- Change Passphrase More W

A new window will show up

Select the open SSH Format and choose export at the bottom.
Export Public or Private Key X

(®) Export public key
5 Export the public key for import on an 55H server,  f

(") standard S5H2 format
(®) OpensSH format

() Export private key

Export the private key for backup or for use on
another machine or a different S5H dient.

Bitvise format

T

OpenS5H format

L PUTTY format

| Bgot || Cancel E
* .

(Note: If you want to use WinSCP in a similar manner, please also Export Private Key in a similar
fashion: also openSSH format).

You will then be asked to save this file on your local desktop or laptop. After that you can close the
Bitvise client key management window. Click save in the left pane of bitvise as shown below, in the
popup window just click OK
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& Bitwise 55H Client 8.44 = 0 3

Closing and minimization

Profile: Werk.tlp (changed)

( ) login - Options Terminal RDP SFTP  Serviees €25  S2C  55H  MNotes  About®
Server Authentication
Loag profile .
Host | ssh. striw beidenuniv.nl Username
Port | 2 | [C]Enable obfuscation Initial method | publickey w
Client key Profile 1 W
ﬁ Kesberas Passphrase
SPN Elevation Defa
Save profie as | e = L
[] 55 Kerberos key exchange
& Request delegatior
- ssapi-keyex authentication
Mew profile : )
" Proxy settings Host key manager Client kay manager Help

Close profile i)16:36:17.273 Current date: 2021-03-21
i

16:36:17.273 Bitvise 55H Client 8.44, a fully featured SSH dient for Windows.
Copyright (C) 2000-2020 by Bitvise Limited.

i)16:36:17,273 Visit www,bitvise,com for latest information about our S5H software.
i)16:36:17.273 Run 'BwSsh -help’ to leamn about supported command-ine parameters,
i 116:36:17.273 Cryptographic provider: Windows CNG (x36) with additions

i 116:36:17.721 Optional update available.

i 116:36:17. 784 Loading last used profile 'C:\Users=="Toouments\Werk. tip".

i 16:36:17.800 Last used profile loaded successfully.

i)16:36:18.480 Automatic check for updates completed successfully.

i

16:36:158.490 Version status; Improvements available
There is a compatible update with fixes, improvements,

i)16:36:18,490 Optional update available,

Login Exat

Mail the new exported key file which you saved on your pc or laptop as an attachment to
computerworkers@strw.leidenuniv.nl and we will make sure this key will be implemented on our SSH
server. When you have received confirmation that your key has been applied, your Bitvise-tunnelier
changes a little bit. The new login window has to be changed as shown below, change initial
method and client key.

Change Initial method to: Publick key
Change Client key to: Profile 1
Enter your passphrase: The name you gave to your private key in the previous steps.

After these changes click Save Profile again in the left pane.
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& Bitvise SSH Client 8.44 S e

Closing and minimization

Profile: Werk.tlp (changed)

( ) login  Options Terminal RDP SFTP  Services CIS 52C S5H  MNotes About®
Server Authentication
Load profiie Host | ssh. strw.leidenuniv.nl Lisername J
f - .
' 7 Port |22 | [Jenable obfiscation | Inital method | publickey v
Save profile 1 Client key Profile 1 ad
J
‘? Kerberos gssphrase [ g y
SPN Elevation
* it | eva Diefault w
[l aasjkerberos key exchange
- Request delegation
e .p;'qﬁle gssapi-keyex authentication
.' Proxy setfings Host key manager Client key manager Help
Close profile  (716:36:17.273 Curent date: 2021-03-21

i )16:36:17.273 Bitvise S5H Client 8,44, a fully featured S5H dient for Windows.
Copyright (C) 2000-2020 by Bitwise Limited.

1)16:36:17,273 Visit wvaw, bitvise, com for latest information about our S5H software.
i)16:36:17,273 Run 'BwSsh -help' to learn about supported command-liné parameters,
i)16:36:17,273 Cryptographic provider: Windows CNG (x86) with additions
i16:36:17,721 Optional update available,

i 16:36:17, 784 Loading last used profile 'C:\Users == Toouments\Werk, tip'.
i)16:36:17.800 Lastused profile loaded successfully.

i /16:36:18.490 Automatic chedk for updates completed successfully.

i 16:36:13.490 Version status: Improvements available
There is a compatible update with fixes, improvements,

i 16:35:18,490 Optional update available,

Log n Ext

From now you can login as usual but instead of asking for your userid and password, it will ask for
your passphrase. After that your desktop will be opened as usual.
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